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PYTHON BASICS (TRY HACK ME)

Introduction

This room covers the basics of python programming which is used to create scripts by
penetration testers.

Hello World

| got to write my first line of code that prints Hello World. Answered the question that followed
whose answer i got after printing the Hello world, here’s a screenshot.
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Hello World
On the code editor, print "Hello World". What is the flag?

Your streak has increased.

badge!
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Mathematical Operators

| learned about the various mathematical operators from addition, subtraction, multiplication,
division, modulus and finally exponent. | did the questions that followed using some of these
operators and got flags as the answers. Here’s the screenshots of the answers and questions


https://tryhackme.com/room/pythonbasics?sharerId=6606f1847d6a4dfe0cae29a5
https://tryhackme.com/room/pythonbasics?sharerId=6606f1847d6a4dfe0cae29a5
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Python code output
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Print the result of 10 * 342. What is the flag?
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Variables and Data Type

| understood that a variable allows one to store and update data in a computer program. | got to
look at various data types with their definitions which gave me a better understanding.
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In the code editor, create a variable called height and set its initial value to 200.

height
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On a new line, add 50 to the height variable.

Exercise Complete! The Flag is: THM{VARIABL3S}

Python code output

On another new line, print out the value of height. What is the flag that appears?
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ogical and Boolean Operat




| had a look at some of the examples that were given that used logical ad Boolean operators.
These examples helped me understand further these operators and how they work in code.

Introduction to if statements (shipping project)

| have done the shipping project which tested my understanding on if statements. At first | tried
and it had some syntax errors but after continuous trials | finally got it. Through the project | was
able to answer the questions that followed.
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Loops

| begun by looking at while loops which repeatedly executes a block of code as long as a
specified condition remains True. Through a while loop example, | was able to understand the
while loop concept. | also had a look at for loop which is used to iterate over a sequence (like a
list, tuple or string) or other iterable objects. There was an example that gave me an
understanding of for loop syntax and how it works. | tackled the question that followed using for
loop. Here’s a screenshot.
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print(i) Exercise Complete! The flag is:

Python code output

On the code e < back on the "script.py” tab and code a loop that outputs

number from 0 to 50.
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Introduction to functions (Bitcoin Project)




| had a look at functions which are used to avoid repetitive writing of code. Functions can also
be called to give an out put. | tackled the bitcoin project that demonstrated the use of functions,
and it also incorporated if statements which was a plus for me to understand better. Here is a
screenshot of the project and the answer to the question given which is in flag format.
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It is below expected amount
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1 Bitcoin is now worth $24,000. In the code editor on line 14, u
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Files

| learned how to open files in python to read and write into existing files and new files. Answered
the question given and here is the screenshot.
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exampl . s script.py shipping.py bitcoin.py Code

f = open("demofilel.txt", "a")
f.write("The file will include more text..™)
f.close()

f = open("demofile2. txt", "w")
f.write("demofile2 file created, with this content in!™)
f.close()

Python code output
Notice we

In the code editor, write Python code to read the t file. What is the flag in this file?

v Correct Answer
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Imports

Here | got to understand that In Python, we can import libraries, which are a collection of files
that contain functions. | also got to look at some of the popular libraries that may be found
usefulin scripting as a pentester:

e Request - simple HTTP library.

e Scapy - send, sniff, dissect and forge network packets


https://scapy.readthedocs.io/en/latest/introduction.html

e Pwntools - a CTF & exploit development library.

Conclusion

This room gave me a foundational understanding of python programming language which is
useful in scripting for penetration testers. | am looking forward to working with python in the
near future as | continue advancing in cyber security.


https://docs.pwntools.com/en/stable/

