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PASSIVE RECONNAISSANCE (TRY HACK ME) 

Introduction 

Reconnaissance is the information-gathering phase of an attack, where attackers research a 
target to identify vulnerabilities and plan an exploit. This room takes me deeper into 
understanding about how to do reconnaissance as an ethical hacker or penetration tester. 

Passive VS Active Recon 

I got to understand the difference between passive and active recon where passive recon 
involves you relying on publicly available knowledge. It is the knowledge that you can access 
from publicly available resources without directly engaging with the target. On the other hand, 
active recon requires direct engagement with the target.  

I answered the questions that followed based on the knowledge gained in this room. Here is the 
screenshot. 

https://tryhackme.com/room/passiverecon?sharerId=6606f1847d6a4dfe0cae29a5
https://tryhackme.com/room/passiverecon?sharerId=6606f1847d6a4dfe0cae29a5


 

Whois 

Looking at this room, I learned that Whois is a request and response protocol that follows 
the RFC 3912 specification. It listens on TCP port 43 for incoming requests. The WHOIS server 
replies with various information related to the domain requested. 

I did some questions that followed which needed me to use whois tryhackme.com where I got 
the answers from the output. Below are the screenshots. 

https://www.ietf.org/rfc/rfc3912.txt


 



 

Nslookup and dig 

I understood that Nslookup stands for Name Server Look Up and is used to find the ip address 
of a domain name. We can use the following command nslookup DOMAIN_NAME, for 
example, nslookup tryhackme.com. Or, more generally, you can use nslookup OPTIONS 
DOMAIN_NAME SERVER where. 

• OPTIONS contains the query type. For instance, you can use A for IPv4 addresses 
and AAAA for IPv6 addresses. 

• DOMAIN_NAME is the domain name you are looking up. 
• SERVER is the DNS server that you want to query.  

Dig on the other hand stands for Domain Information Groper is used for more advanced DNS 
queries and additional functionality. The commands you can use are dig DOMAIN_NAME, dig 
DOMAIN_NAME TYPE or dig @SERVER DOMAIN_NAME TYPE. 



 

DNSDumpster 

The beauty of this tool is that it will assist in extracting the target’s “subdomains” rather than 
going through search engines and hunting for it one by one, reducing the time-consuming 
search. 





 

Shodan.io 

A tool such as this is notably useful for learning various pieces of information about the 
client’s network during penetration testing (without actively connecting to it). 

• Because, on the defensive side, it enables us to leverage various Shodan.io services 
to learn about connected and exposed devices belonging to the organization. 

• In contrast to a search engine for web pages, it attempts to connect to any device 
reachable online in order to develop a search engine of connected “things,” and 
once connected, it collects all information linked to the service and saves it in the 
database to make it accessible. 



 

CONCLUSION 



We focused on passive reconnaissance. We covered command-line tools, whois, nslookup, 
and dig. We also discussed two publicly available services DNSDumpster and Shodan.io. The 
power of such tools is that you can collect information about your targets without directly 
connecting to them. This one was exciting to learn and explore. 

https://dnsdumpster.com/
https://www.shodan.io/

